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Another month…another global attack. 
 
While the debate goes on, if this was indeed a ransomware attack or a state sponsored attack 
aimed at causing disruption to Ukraine’s IT infrastructure, two things are of interest. 
 

 The delivery method – Kaspersky, Microsoft and a number of security companies 
believe that the initial delivery method was through a compromised software update 
from a Ukrainian accounting company called MeDoc.  

 
 Even patched machines compromised - the attack used the same Eternal Blue 

vulnerability as last month’s WannaCry outbreak, although it did have more 
advanced payload when launched, that harvested and used credentials to aid its 
spread. Once the malware was installed it looked for other systems to exploit, using 
some of the same worm-like capabilities seen in the WannaCry attacks. In addition, 
infected devices were subjected to a memory and file system scrape to steal 
credentials which allowed the malware to move laterally through a network, even if it 
was patched against the exploits used.  

 
Whilst this latest ransomware infection is smaller in scale than the WannaCry outbreak in May, 
it is believed that the success of these two attacks is highly likely to motivate other cyber-
criminals, who aim to cause widespread disruption to employ “ransomware” to do so. 
 
We are advising all customers to make sure that their patching remains up-to-date (still the 
best start for your protection); you limit code execution (block macro’s, whitelist applications), 
filter email and web traffic and make sure that your anti-virus and firewall are configured 
correctly, monitor user and network activity looking for early indicators of compromise.  
 
As we have seen with the above attack it is important to have a robust and tested disaster 
recovery policy and in the event of a compromise, the machines should be removed from the 
network and an incident response policy invoked. 
 
Passwords have been in the news again recently. Most notably, on Friday 23 June accounts 
with weak passwords on the UK Parliamentary network were compromised; however less than 
1% of the system’s 9,000 accounts were directly affected. Attention was also drawn this week 
to router password vulnerabilities, as Virgin Media advised customers with Virgin Super Hub 
2 home routers to reset their passwords. This followed concerns that the routers had a 
relatively weak eight-character default password consisting of lower case letters that could be 
cracked in four days, potentially allowing access to other home devices. Routers supplied by 
other service providers may also come with default passwords.  
 
CyberGuard recommends setting a password with at least 12 characters including numbers, 
special characters and no dictionary words and look to implementing a two-factor 
authentication solution for remote access and online accounts. 
 
There are several good resources available on how to set good passwords: 
 

 https://www.ogl.co.uk/6634204312890625-passwords-cracked-in-25-days 
 https://www.ncsc.gov.uk/guidance/password-guidance-summary-how-protect-

against-password-guessing-attacks 
 https://xkcd.com/936/ 
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