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A few weeks ago, we issued a security alert to all customers advising them of a potentially 
serious vulnerability in older Microsoft products. The vulnerability was dubbed BlueKeep and 
was deemed so serious that Microsoft decided to issue patches for no longer supported 
operating systems. It was even reported in the mainstream media.  
 
Four weeks on and we have seen very little malicious activity around exploiting BlueKeep. 
Why is this? I would like to think it is because of all the media attention that Bluekeep has 
been getting meant that this vulnerability has been patched and that this now means that there 
are very few systems that can be exploited. Unfortunately, I don’t think this is the case. The 
National Cyber Security Centre (NCSC) are reporting that there are still 1 million devices 
attached directly to the internet and CyberGuard’s Penetration Testing Team still find 
customers that have not patched the External \ Blue vulnerability that caused the Wannacry 
outbreak 2 years ago.   
 
It has been reported that the BlueKeep vulnerability might be difficult to exploit, but we have 
seen a number of proof of concepts that appear to show this is possible. If you’re interested 
Sophos Offensive Team show it here:  
 
https://nakedsecurity.sophos.com/2019/07/01/rdp-bluekeep-exploit-shows-why-you-really-
really-need-to-patch/?utm_source=Naked+Security+-
+Sophos+List&utm_campaign=1f73a68b52-Naked+Security+-+July+test+-
+groups+1+and+3&utm_medium=email&utm_term=0_31623bb782-1f73a68b52-418397209 
 
Time will tell but I suspect we haven’t heard the last of BlueKeep. 
 
Issues like BlueKeep highlight the need to keep systems patched and up-to-date. I talk to a 
lot of customer and this is a battle; the sheer amount of updates and the available resources, 
make it hard to stay up-to-date. Sometimes the technical impact of applying the patch can 
create risks within the business. 
 
Almost 27% of organisations globally have suffered a breach as a result of vulnerabilities that 
have remained unpatched, according to Tripwire’s 2019 Vulnerability Management Survey. 
 
The survey also found that most organisations aim to fix vulnerabilities within 30 days or less 
when spotted. Most organisations recognise the need to prioritise vulnerabilities more 
effectively, making sure that you are scanning regularly and understanding the risk that these 
vulnerabilities create within your organisation are highly important. 
 
We have warned about this before, but this month the FBI issued a warning that too many web 
users view the padlock symbol and the ‘S’ on the end of HTTP as a guarantee that a site is 
trustworthy. 
 
The alert notes that phishing attackers are more frequently incorporating are website 
certificates (third-party verification that a site is secure), when they send potential victims’ 
emails that imitate trustworthy companies or email contacts. 
 
People can carry out additional checks for trustworthiness, beyond looking for a padlock, such 
as checking for poor grammar, punctuation and spelling, or odd requests for information (such 
as your mother’s maiden name). 
 
Keeping staff up-to-date and security aware is an important part of your cyber security plan. 
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We have seen a few new cases of ransomware within our Incident Response Team, but good 
news for any customer that is affected by the ransomware strain GrandCrab.  
 
A new decryption tool that counters GandCrab ransomware, by allowing victims to retrieve 
their files for free has been launched. 
 
The tool is a collaborative effort by Europol, the UK’s National Crime Agency and Met Police, 
the FBI, cyber security company Bitdefender, and others. 
 
The decryptor neutralises GandCrab 5.0 through to GandCrab 5.2, as well as allowing users 
to retrieve files encrypted by older versions of the ransomware. 
 
Thank you to NCSC, Kaspersky Labs, Carbon Black and Bitdefender for the content. 
 
Stay safe, 
 
Paul  
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