VASCO Compatibility Sheet Novell

Authentication Method Licensing

M Response Only M No license required
M Challenge/Response ok
O Signature

Summary

Novell NMAS is a suited way to offer multiple authentication methods throughout your
network. In combination with Ichain, which represents reverse proxying and
BorderManager providing Proxy and VPN services, you can setup a mix of
authentication procedures. Novell NMAS has the Vasco authentication mechanism
integrated.

This allows users to log on with a One Time password, generated by the Digipass, to
an Ichain portal, a VPN session, and Win32 Novell client. Vasco provides a Plug-In
which extends the NMAS . With Console One, the Novell administrator manages users
and Digipass at once.

Supported partner products

Novell NMAS — versions 2.0,2.1,2.2,2.3
NMAS Client — versions 2.2,2.3,2.7
Novell Client 32 — all versions

Novell Ichain — versions 2.0, 2.1, 2.2,2.3
Novell BorderManager — versions 3.7, 3.8

NN

Required VASCO products
M vasco Method for NMAS (Free of Charge)
M Digipass GO1*, GO3*, DP PRO 300

Features

M No Additional Servers Required

M central Management with Console One and iManager maintaining your Digipass
information stored in eDirectory.

M Advanced Digipass Bulk Management (Assign multiple Digipass at once, Manage
PIN, Restore features...)

Additional information

M www.vasco.com/novell

M Download Vasco Method for NMAS

M Instructions for Ichain and NMAS

M white Paper: Digipass Strong User Authentication with Novell NMAS and ICHAIN
M Product documentation

REINES

* Digipass GO1 and GO3 support 2-factor authentication by requiring the user to add
a static PIN to the One Time Password. This PIN is entered in the same field as the
One Time Password.

Note:

Vasco also offers the Vacman Radius Middleware. This is Vasco’s RADIUS
Authentication solution. Vacman Radius Middleware can be an option when there is
need for Radius and Web (OWA/Citrix portals...) authentication in Mixed OS
environments.
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