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1 Overview

The purpose of this document is to show how the WatchGuard Firebox can use VASCOQ's strong user
authentication .

2 Problem Description

Today's business is built around information applications. To ensure business workflow, productivity and
enhancing client relationships, internal network resources are increasingly been made accessible from
anywhere.

The weakest link in any security infrastructure is the use of static passwords. These passwords are easily
stolen, guessed, reused or shared. There is a need for strong user authentication, based on 2-factors:
something you have and something you know.

3 Solution

The Firebox is a powerful SSL VPN solution that provides a comprehensive and flexible approach to providing
secure, ubiquitous application access to all employees and business partners. Key capabilities include full
network access for mobile workers with laptops; comprehensive browser-based access to corporate and
desktop applications for all employees from any web-enabled device, such as home PCs, kiosks, PDAs, and cell
phones; and selective application access for partners.

VASCO'’s DIGIPASS enables users to generate One-Time Passwords that safeguard access to e-business and
e-banking applications, to corporate networks and allow for more secure transactions. By using DIGIPASS
patented technology, you eliminate the weakest link in any security infrastructure; the use of static passwords
that are easily stolen, guessed, reused, or shared. It can be deployed as a small hand-held device, as a smart
card reader, as software for computers, laptops, PDA’s or cell phones.
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4 Technical Concept General Overview

VACMAN Middleware adds value to authentication while Watchguard offers powerful security solutions that
gives small and medium sized businesses, central offices, and VPN hubs, integrated firewall protection.
VASCO DIGIPASS adds value to this structure by requiring a non-static password.

DIGIPASS enables users to create a one-time-password (OTP) that safeguards access to e-business , banking
applications and corporate networks.

With a combination of information that a user needs to remember and information he gets, like a one time

password, you eliminate the weakest link in any security infrastructure.
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By deploying the Firebox in the above network configuration, end user will have secure access to services on
the local network such as: email, file servers, legacy hosts, desktops, terminal services, specific client/server
applications (eg. Outlook Exchange, Notes, Siebel, Oracle, SAP), and all IP applications (TCP, UDP) such as
Web-based applications.

Currently Firebox X500/X700/X1000/X2500 and Vclass V10/V60L/V60/vV80/V100/V200 are supported.

By using the VASCO DIGIPASS, access to all these essential applications is not left to the mercy of an insecure
password. There isn’t any additional software to install or maintain. All authentication is handled natively by the
Firebox.
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5 Configuration of the Firebox

Open the Policy Manager.
In this first scenario we use SecurelD as service, which is PAP authentication.
Later on, we will use Radius, which uses CHAP authentication.

8 C:\ Progi am Files: wat chiGuards', 10.0.0.1.cfg - Palicy Manager
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Enter the IP address of the VM server . Leave port as default 1645, enter the secret.

Authentication Servers =]

RADILS Scrvul CRYPTOCad Server  SecurlD Sarver l il I FI

— Secull Server

IP tddiess: (100 .0 .20
Part: |1 it o]

™ Speciy backup SecurlD) server

Faddess | - - -
Pt [1645

Mate: The Securlll servers secict must be shared
besweet bath the Erimayand backup senves.

(n}4 I Cancel I Help

Adding a VM User to a Service in the Watchguard Policy Manager

Authentication on Watchguard is done by surfing to the external interface of the firebox on
port 4100.(in this case http://194.26.13:4100)

This can be done as long as the authentication port 4100(wg_authentication) is open “from
Any’ to “The firebox'.

wy_authentication Properties =]
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Double click the HTTP icon

HTTF Properties
lneamming | Dul;guirg] Fropeties |

Incaming HT TP connections are:..

LI
LZErpW
e

Add... | Renove |

Tex

194.2613.2:10.0.0.20

Add.. | Fieml:-vel

Legaing... |
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Add for the incoming tab the VM- user as following:

ON Incoming in the from field Click add > click add other >choose type SecurelD user or

Group.
Value is the username from the VM
Save the configuration.
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6 Configuration of VACMAN Middleware

6.1 Set time and date

The DIGIPASS token is based on Time Synchronization. All tokens are created with its internal real time clock
set to GMT. As such, it is important to set the date,time and time zone of the server running the VACMAN
Middleware to correctly so that GMT can be local derived correctly.

Date/Time Properties Date/Time Properties
Date & Time | Time Zone I Date & Time  Time Zone |
— Date —Time

BGMT+08:00) Kuala Lumpor, Singapore
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6.2 Configure VACMAN Middleware

Start the VACMAN Middleware and select the Admin Console. And set there the following configurations as
shown below. The ‘Server IP’ refers to the IP address of the server running the VACMAN Middleware and thus it
is set to 10.0.0.20.

Assuming that there is no third party RADIUS Server in this setup, and that the VACMAN Middleware is used to
handle authentication only, you can then select the ‘Authenticator’ as ‘Local Server’.

The RADIUS Client is using the RADIUS port for authentication and accounting and thus ‘Incoming RADIUS
Authentication Port’ and ‘Incoming RADIUS Accounting Port’ should be set to 1645 (1812) and 1646 (1813)
respectively.

To save the VACMAN Middleware setting, click on the ‘Diskette’ button or the ‘File’->’'Save’ menu as shown.

10.0.0.20
10.0.0.20



6.3 Configure RADIUS Client

Select the RADIUS Client and set in the configurations as shown below. Click on the ‘New’ button to enter the IP
address and shared secret of a new RADIUS Client as shown. The ‘IP Address’ refers to that of the RADIUS
Client used in the setup and thus it is set to 10.0.0.1 The ‘Shared Secret’ is set to ‘vasco’. Note that the
corresponding shared secret will have to be set at the RADIUS Server configuration within the Firebox later on.
Click on ‘Save’ button to save the configuration.

10.0.0.20

10.0.0.1



6.4 Import Demo DIGIPASS token secret

Right click on the ‘Token’ and select ‘Import Tokens’ or click on ‘Import New Tokens’ button as shown below.

Enter the encryption key to decrypt the content of a DPX file.



The DPX file contains secret information relating to the token and thus it is encrypted. In order for VACMAN
Middleware to decrypt such DPX file, you will have to enter the key. In order to decrypt a demo DPX file that
contains secret information relating to a demo token, the encryption key is 32 digits of ‘1’ as shown above.

Click on the Folder button to select the path for the DPX file. The name for demo DPX file for DIGIPASS Pro
300 token is typically ‘demo.dpx’ while the demo DPX file for DIGIPASS GO 1 is typically ‘demoGO1.dpx’ and it
can be found under the VACMAN Middleware program directory.

Select ‘APPL 1’ for onetime password application of either the demo DIGIPASS Pro 300 token or DIGIPASS
GOl token and click the ‘Import’ button as shown.

Upon successful import, a message will be displayed, click on ‘OK’ button. Check the number of ‘Token
Application Read’. ‘Token Record Read’ and ‘Token Records Imported’ to ensure that 1 token has been
successfully imported into the VACMAN Middleware. Click on the ‘Close’ button after finishing importing the
token.



6.5 Create a Demo user

Select the User and set in the following configurations. Assuming that user ‘VascoDemo’ with the password
‘password’ is to be created, click on the ‘Diskette’ button or the ‘File’->’Save’ menu to save the user.



6.6 Assign Demo DIGIPASS token to demo user

Right click on the ‘Token’ menu and select ‘Search List...” as shown.

Select ‘Both’ to search of all tokens within VACMAN Middleware and click on ‘Search’ button.
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The serial number of the imported token should be displayed under the Token as shown. The ‘0097123456’
refers to the serial number of the demo token that is imported from the DPX file.

Click on the ‘Assign’ button to assign the token to user. In order to search for all users available, click on the
‘Search’ button as shown below.



Select user ‘VascoDemo’ and click on ‘Assign’ button and see that demo token serial ‘0097123456’ has been
assigned to user ‘VascoDemo'.

At this stage, the VACMAN Middleware has been successfully installed and configured to communicate with the
Firebox at IP address 10.0.0.20 and the user ‘VascoDemo’ has been successfully created and assigned with a
demo DIGIPASS Pro 300 token.



6.7 Changing PINs

The DIGIPASS Pro series of tokens have a small keyboard so a PIN is changed on the physical token. With a
DIGIPASS Go-1 and Go-3, a user's PIN is entered in the password field before the DIGIPASS code (eg.
MyPIN896321). A Go-1 or Go-3's PIN can be alphanumeric (any combination of 0-9, A-Z and a-z) if desired.
For simplicity it is still referred to as a PIN. A space cannot be used in the PIN. If you are using Go-1/3's and you
decide to use the DIGIPASS record that has a PIN you obviously must allow the user and/or administrator to
change the PIN. There are 2 methods to change the PIN. The user can change a PIN by entering the following
in their logon page’s password field.

Password = Existing PIN + One Time Password + New PIN + New PIN

Please note: If any of the supplied information is incorrect the PIN will not be updated. The new PIN must fit the
PIN length parameters when the DIGIPASS is programmed.

An administrator can change a PIN via the Administration Interface by going to the Token tab on the left hand
side of the administration interface screen . On your right you click on Set PIN. There you write the New PIN and
confirm it. Then you click on Set New PIN.



6.8 Test VACMAN Middleware with VASCO RADIUS Client Simulator

The VACMAN RADIUS Client Simulator (RCS) is a program that simulates RADIUS
Authentication and Accounting processing in a similar fashion to RADIUS enabled NAS and
Firewall devices. The RCS can be used to test user (and static-password) authentication,
(DIGIPASS) token password authentication, estimate RADIUS server performance, system
overload, and assist in detection of resource (memory, handle, etc.) leakage.

Install and open the Radius Client Simulator. When you open it you will see this:



Then you fill in the Server IP and your Shared Secret.

10.0.0.20

Then you click one of the yellow ports, allowing you to enter User ID and password.

In the User ID field you enter VascoDemo. (The test user we have created.)

In the password field you enter the One Time Password (OTP) generated by the 1% application of the
DIGIPASS. If you do not have a demo DIGIPASS you can get one by downloading from the VASCO website the
DIGIPASS for Windows. This you can find here: http://www.vasco.com/support/download.html?download=23.

Install it properly and run it. Go to Internet Banking. In “Authentication” you will find your password. As an
alternative you can also go to http://demotoken.vasco.com.




7 Logon example

Enter the VM username and user password vasco. Click submit.
Now you will get a message that you are being authenticated.

You are logged in

VascoDemo



8 VACMAN Middleware features

8.1 Installation

The VACMAN Middleware (VM) installation is very easy and straightforward. VM runs on Windows platforms,
supports a variety of databases and uses an online registration. Different authentication methods allow a
seamless integration into existing environments.

Support for Windows 2003 and 11S6

VM can be installed on Windows NT, Windows 2000 and Windows 2003. Web modules exist for [IS5 and 11S6 to
protect Citrix Nfuse, Web Interface, Secure Gateway, Secure Access Manager (Form-based authentication) and
Outlook Web Access 2000 and 2003 (Basic Authentication).

Support for ODBC databases and Active Directory

Any ODBC compliant database can be used instead of the default MS Access Database (MS SQL Server,
Oracle). Active Directory can also be used as a repository. This option requires an AD schema update.

Online Licensing
An online licensing mechanism is used to allow automatic delivery of a license file by e-mail.

Authentication Methods

Different authentication methods can be set on server level and on user level: local (VM only), proxy (back-end
RADIUS server only), Windows (Windows domain controller only), local and proxy, local and Windows. On top
of that Default (server level authenticator will be used) and Disabled (user can not log on) can be used on user
level. Using proxy or Windows is also known as pass-through.

8.2 Deployment

Several VACMAN Middleware features exist to facilitate deployment. Combining these features provides
different deployment scenarios from manual to fully automatic.

Dynamic User Registration (DUR)

This feature allows VM to check a username and password not in the database with a back-end RADIUS server
or a Windows domain controller and, if username and password are valid, to create the username in the VM
database.

Autolearn Passwords

Saves administrators time and effort by allowing them to change a user’'s password in one location only. If a
user tries to log in with a password that does not match the password stored in the VM database, VM can verify
it with the back-end RADIUS server or the Windows domain controller and, if correct, store it for future use.



Stored Password Proxy

Allows VM to save a user's RADIUS server password or Windows domain controller password in the database
(static password). User’'s can then log in with only username and dynamic one-time password (OTP). If this
feature is disabled, users must log in with username and static password immediately followed by the OTP.

Token Self Assign

Allows users to assign tokens to themselves by providing the serial number of the token, the static password
and the OTP.

Token Auto Assign

Allows automatic assignment of the first available token to a user on user creation. An e-mail with the serial
number of the token and the name of the user can be sent to an administrator.

Grace Period

Supplies a user with a certain amount of time (7 days by default) between assignment of a token and the user
being required to log in using the OTP. The Grace Period will expire automatically on first successful use of the
token.

Bulk Management
Allows administrators to quickly administer multiple users and tokens with a single mouse click.

CSV File Import

A comma separated file (.csv) can be created containing users, serial numbers of Digipasses and other
information. By importing this file into the VACMAN Middleware, the users are created, the Digipasses are
assigned and other settings are determined.

User Self Management Web Site - A web site running on 1IS has been developed to allow users to register
themselves to the VM with their username and back-end (RADIUS or Windows) password, to do a token self
assign, to update their back-end password stored in the VM database, to do a change PIN (Go-1/Go-3 token), to
do a token test.



8.3 Administration

A highly intuitive graphical user interface (GUI) exists to administer the product. An Audit Console is available to
give an instant view on all actions being performed on the VM. Both can be installed on the VM server itself or
on a separate PC and require a Java Runtime Environment (JRE) to be installed.

8.4 Advanced Features

Protocol Support - PAP, CHAP, MS-CHAP v1, MS-CHAP v2, MPPE are supported by the VM. This means that
PPTP is also supported. Some features of VM are not or only partially supported when using CHAP or MS-
CHAP: Windows Authentication, Password Autolearn, Token Self Assign, Change PIN, Stored Password Proxy,
Challenge/Response. The User Self Management Web Site can be used to overcome these drawbacks.
Redundancy, Failover and Replication - A Primary and a Backup VM can be installed and a built-in database
replication feature assures databases are in sync. This allows for some form of redundancy — failover. The
replication process will automatically attempt re-connection until connection is restored. When using the Active
Directory option the AD replication can be used instead of the built-in VM database replication. The same is true
for ODBC compliant databases (SQL Server, Oracle).



9 Conclusion

WatchGuard Firebox together with DIGIPASS authentication solutions provide secure remote access to your
internal network resources.

10 For more information on WatchGuard

To find your nearest WatchGuard partner or to contact WatchGuard please go to:

www.watchguard.com

11 For more information on VASCO

To find more information about VASCO please visit www.vasco.com and click on “where to buy” to locate the
nearest VASCO partner in your region.

12 About WatchGuard

WatchGuard is a leading provider of dynamic, comprehensive Internet security solutions
designed to protect enterprises that use the Internet for e-business and secure
communications.

The Company is a pioneer in the creation of the plug-and-play Internet security appliance, the
Firebox, and server security software.

The Company® innovative LiveSecurity Service enables organizations and users to keep their
security systems up-to-date, and its ServerLock and AppLock/Web software provide server
content and application security to protect critical data and services against unauthorized or
unintentional access or manipulation.

The Company® RapidStream "Secured by Check Point" product line is specifically designed to
address the enterprise customer® need for VPN performance, scalability, and flexibility in a
Check Point appliance solution.
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13 About VASCO Data Security

VASCO designs, develops, markets and supports patented Strong User Authentication products for e-Business
and e-Commerce.

VASCO'’s User Authentication software is carried by the end user on its DIGIPASS products which are small
“calculator” hardware devices, or in a software format on mobile phones, other portable devices, and PC'’s.

At the server side, VASCO’s VACMAN products guarantee that only the designated DIGIPASS user gets acces
to the application.

VASCO's target markets are the applications and their several hundred million users that utilize fixed password
as security.

VASCO'’s time-based system generates a “one-time” password that changes with every use, and is virtually
impossible to hack or break.

With over 10 million current users of its DIGIPASS products, VASCO has established itself as a world leader for
Strong Authentication with over 250 international financial institutions, approximately 1200 blue-chip
corporations, and governments representing more than 60 countries.



