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Overview

VASCO’s Microsoft IAS (Internet Authentication Service) package is the result of the open
market approach delivered through VACMAN Radius Middleware technology.

The solution provides the Microsoft’s IAS server the ability to utilize the strength of the
Digipass Token Family concept (One Time Password login as Time Based Response Only or
Challenge/Response) into their solid existing technology.

VASCO has a long successful history of delivering strong authentication through our
DIGIPASS Family of tokens that delivers the comfort of using One Time Passwords (OTP).

Problem Description

Since static passwords are generally known as non-secure and easy to compromise, the
challenge was to introduce OTP’s into the remote access market to strongly secure the
corporate LAN. Additionally, it would be convenient to easily track and manage incoming
users of the NAS/RAS devices.

The following pages present the DIGIPASS Authentication Mode as it is integrated in the
RADIUS Server. There is also an overview on how to setup an easy configuration of the Steel
Belted Radius Server.

Technical Concept/General Overview

The concept is very easy: the VACMAN Radius Middleware is installed as back-end of the
Steel Belted Radius server. (Fig. 1). This means that the VACMAN Plug-in will do each
authentication on the SBR. The VACMAN Plug-in gives a yes/no back on the authentication
request to the SBR who can do the next steps.

The Digipass Management Console gives the right interpretation (DUR, Autolearn) on each
signal in combination with flexible Digipass™ management (Grace Period, Passthru,...).
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Fig I: Technical concept

VRM and IAS running on one machine

Windowrs NT / 2000
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Middleware

VRM and IAS running on two machines
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Technical Concept/Special Features

Bulk assign mode

It is a batch process that allows you to simply manage the assignment operation. The Bulk
Assign Function is available when using the "All free Users" or "All free Digipass" filter. It
allows administrator to multi-select users and (if free DIGIPASS tokens are present in
VASCO Database) to assign each DIGIPASS to the new auto-created user.

Automatic token assign

This mode will allow the user to auto-create his user account record in the VASCO Database
and to self-auto assign his DIGIPASS. This can be done in Response Only and Challenge
Response Mode. You need to send the Digipass serial number, the static password and the
dynamic password to the server. From then on, you can start using Digipass tokens to
authenticate.

Dynamic User Registration

You may select this option if you want any (successful) static authentication scheme to add
automatically the user/password data into the VASCO Database.

In this case, the administrator will be able to easily assign DIGIPASS without having to
manually create the user. This assignment is possible on a per user basis or in bulk mode.

Grace Period

When an administrator assigns a Digipass to a user, it does not imply that the user already
possesses the Digipass.

The feature Grace Period allows to use the static password for a certain Grace Period of time
even when a Digipass has already been assigned.

The Grace Period will end after the period has expired or at the first time within this period
that the user uses the Digipass.

Technical Concept/Overview of IAS RADIUS Authentication with

The following is a high-level description on the RADIUS authentication sequence:
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1.

D

authentication request to the VRM.

ARSI S

Overview of RADIUS IP and Port Settings

In most installations, only a few IAS RADIUS servers manage many NAS and firewall
RADIUS clients. Therefore, the recommended setup is to change the limited number of VRM
and IAS settings rather than the many RADIUS client settings. The alternate setup is to
change those RADIUS clients to point to the VRM.

A remote user initiates a (dial-up) connection to the NAS (Network Access Server).
NAS gathers the remote user’s ID and password, and then submits a RADIUS

VRM performs its verification, and then proxies the request to IAS RADIUS server.
IAS server performs its verification and then returns the results.

VRM forwards the IAS server results to NAS.
The NAS takes an appropriate action based on returned RADIUS results from IAS
Server via VRM.

In either case, the RADIUS settings must result in the following relationships as detailed
below. Also, refer to the VRM Configuration and IAS Configuration sections in this
document on how to configure these settings.

NAS and Firewall
RADIUS Clients

REQUIRE‘RAD|US SETTING RELATIONSHIPS

VRM

IAS

IP address

IP address in Server settings &
IP address in Client settings

Port numbers

Port numbers in Server
settings

Shared-Secret

Shared-Secret in Client
settings

IP address in Proxy settings

IP address in Client settings
IP address in Server settings

Port numbers in Proxy
settings

Port number in Server settings

Shared-Secret in Proxy
settings

Shared-Secret in Client settings

The following diagram shows actual RADIUS settings. (numbers are examples only)
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[vRM Server Settings]

YRM IP=192.168.1010

Auth. Port=1645

Acct. Port=1646

WEM Client Settings]
MAS IP=1592.168.101 Client IP=192.168.10.1 [IAS Server Settings]

Secretabc123 IAS IP=182 168101
[RADIUS Settings] / RADIUS Port=1812
Server |P=192.168.10.10 [WEM Proxy Settings]
Auth. Port=1645 VRM IP=192.168.10.10 [I1AS Client Settings]
Acct. Port=1646 Auth. Port=1812 Client IP=152.168.10.10
Secret=abc123 Acct. Port=1812 Secret=abcl1Z3

VACMAN
RADIUS 1 RADIUS
Middleware

Access Server

IAS Installation

IAS (Internet Authentication Service) is a part of Windows 2000. To install it, go to the
control panel and click on Add/Remove Software:

B3 Control Panel =10 x|
J File Edit Miew Favorites Tools  Help |

J #=Back ~ = - | @Search L Folders @History | FERLP R s | Ed-
Jngdress I@ Contral Panel j @GD

: . . T
e Accessibility  AddfRemove [l W= Administrative  DatefTime
Control Panel Options Hardware Pr 5 Tools
Add/Remove Programs Eﬁr Ks % %r
Installs and removes programs and
windows components Display Folder Options Fonts Game Internet
Controllers Options

‘Windows Update

windows 2000 Support @ %) =2

Kevboard Licensing Mouse Metwork and  Phone and
Dial-up Co...  Modem ...

q4 @ @ @

Paower Options Printers Regional Scanners and  Scheduled
Options Cameras Tasks

Y

Sounds and Syskem
Multimedia

Installs and removes programs and Windows components |@‘ My Compuker 4
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Next, select Add/Remove Windows Components and look for Networking Services. Then,

click on details:

Windows Components Wizard

Windows Components

Y'ou can add or remove components of Windows 2000,

To add or remove a component, click the checkbox, A thaded box means that only
pait of the component will be installed. To see what's included in a component, click

Details.

Components:

% Internet Information Services (15)

O gg] Management and Moritoring Tools
[ = Message Queing Services

I -1 Metworking =13

1 2= Mther Metwrrk File and Print Serdces

Description:  Containg a variety of specialized, network-related services and protocols.

Details... |

Total dizk space required: 0.2 ME
Space available on disk: 24356 MB

< Back I Meut > I

Cancel |

Select Internet Authentication Services from the list

Metworking Services x|

To add or remove a component, click the check box, & shaded box meang that only part
of the component will be installed. Tao see what's included in a component, click Details.

Subcomponents of Metwarking Services:

O COM Internet Services Prosy 0.0ME =
O Domain Mame System [DM5] 1.1ME

O Diynamic Haozt Configuration Protocaol [DHCF) 0.0ME

L Interr 0.0 ME

O QoS Admizzion Control S ervice 0.0ME

O Simple TCPAP Services 0.0ME

] ™ Site Server ILS Services 1.5MB ;I

Dezcrption:  Enables authentication, authonization and accounting of dial-up and WP
uzerz, |45 supports the BADIUS protocol.

Total dizk space required: 0.8 MB Dietails. . |
Space available on disk: 24356 MB
ak. I Cancel |
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Insert your W2K CDROM, click “OK”| click next...
Now go on to the next section to configure your IAS

IAS Configuration

First you have to change the policy so the IAS accepts PAP as an authentication method

START -> admin tools -> Internet Authentication Server

Bﬁn Compaonent Services
Q Computer Managemenk
H Configure Your Server
Daka Sources (ODEC)
Distributed File System

vent Yiewer
Internet Services Manager

Local Security Policy
Performance
WinZip Routing and Remate Access

Server Extensions Administrator

Services
Telnet Server Administration
Documents Y [ startup
ﬁ Internet Explorer
I‘_;f] Cutlook Express
Search b @ Java 2 Runtime Environment
@ Java 2 SDK Standard Edition «1.4.0
el @ Java e Start
@ YACMAM RADILS Middleware

(5 winzip

Setkings

Run...

Shut Do,

Iiigtart |J m g I‘_;.f] @ a Q % |J %Services I VACMAN RADIUS Middlew...l QComputer Management

Configures IAS, which performs authentication, authorization
Licensing and accounting of dial-up and YPN users, IAS supparts the
RADIUS protocol,

Click on REMOTE access policy's (1)

Select your policy and open it's properties (2)
Click on "edit profile" (3)

Authentication tab (4)

Enable PAP authentication (5)

Apply/ok

Remark: You should change your policies. This is very site specific.
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MName # |Ordsr I

Tree |
Al\ow access i diak-in permission is enabled 1

[ tnternet Authentication Servics (Local)

{2 dients

Allow access if dial-in perm 21x|

Settings |

Pdlicy name: Allow access if dial-in permission is enabled

Diakin Constraints I P I Mult I Specify the conditions ta match:

uthentication I Encryption | Advanc

Extensible entication Protocol

Select the EAP type whi

IMDS—Eha\Ienge ﬂ Configure.

[MS-CHAF v2)
I~ Micrasoft Encrypted Authentication [M5-CHAF]

is acceptable for this palicy.

dd. | Remove | Edi

~It.a user matches the condition:

[~ Microsoft Encrypted Authentication versio % Grant remote access permission

ny remate access permission

Accigss wil be aranted with the profile you specify, unless acoess

™ Enciypted Authentication [CHAP)
is avérridden on a per-user basis,

@F Unencrypted Authentication [PAP, SPAF)

Tofile:

Unauthenticated Aco

Allow remote PPP clients to connect without negotiating
any authentication method. 0K Eameel fipply

0K I Cancel Apply

[
£ 1mizz

| |
iastart”J o @& =1 B B = oy “ 68 Services | ERvacman raot... | =) computer an... ||§31ntemet AUt [Fjuntitled - paink | (Gvrmt zefdem. . |

Second, add the machine that will run the Middleware as a client in IAS

START -> admin tools -> Internet Authentication Server (Fig 1)
Click on clients and add a new client

Choose a friendly name

Click next
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MName and Protocol
Azzigh a name and protocol for the client.

Type a fiendly name and pratacol far the client.

Eriendly name: IVH M|

Fratocal: | RADIUS |

¢ Back I Meut » I Cancel |

e As IP choose the Middleware-server-to-be (this can be the same or different machine)
e Fill in the shared secret between the VACMAN Radius Middleware and your IAS
server

e Apply

Add RADIUS Client x|

Client Information
Specify information regarding the client.

Client address [IF or DMS]:

|1 92.168.4.251 Werify... |

Client-endor:
[RADIUS Standard =l

[ Client must always send the signature attribute in the request

Shared zecret:

Ixxxxx

xxxxx

Confirm zhared secret; I

< Back I Finish I Cancel
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NOTE: If you are installing VRM and IAS on the same machine, you have to alter the port
settings of your IAS server

e START -> admin tools -> Internet Authentication Server
e Right-click on "Internet Authentication Service (local)" and open properties

"‘_::.F' Internet Authentication Service

Jﬂctiun Wiew |J¢' -P||E||@

Tres I Friendly Mame | address

= e

A Intrret Futhentin:atiu:nr| Service Open 192,168 <
L Clients: Statt Serwice

l:| Remote Access Logging

; Skap Service
% Remote Access Policies >

Reqister Service in &ckive Directory:

“Propertis |

Help

e Click on the RADIUS field and change the port settings to something else then the
default RADIUS ports
e These ports should be unused UDP port numbers, (in the example: 1647, 1648)

Internet Authentication Service {Local) Propertie 21xl

Service RADIUS |F|ealms|

Indicate the RADIUS authentication and accounting port numbers.

Authentication:

Accounting: 18131648

ok I Cancel Apply
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VACMAN RADIUS Middleware Configuration

Reboot

Install VACMAN RADIUS Middleware (this can be the same machine, see below)
Be sure to have JAVA Runtime Environment installed (JRE 1.2 or 1.3)

Configure the VACMAN RADIUS Middleware
Open the Admin GUI

e First Time? Log in as Admin with no password
e In the left field click "RADIUS Client", then click new

e In the new line, type as IP the IP of your RAS/NAS server

e Fill in the shared secret between the Middleware and RAS/NAS
e Check the proxy checkbox
[ ]

SAVE

= YACMAN RADIUS Middleware - Admin GUI =101 |

File Look &Feel Help

8| |a/we e

VACMAN RADIUS Middlewars
@ o vRM Server
B 192168.4.248
RADIUS Client
RADIUS Proxy
B User
i Token

= RADILS :
Client
‘| ~RADIUS Client Settings
IP Address Shared Secret Proxy
192.168.4.252 e vl -
default [v]
Hew
Save
Delete
~Update History
Created On [0502/2001 10.09.:20 AM  Last Modified On [05/02/2001 10:08:20 AM

Request successfully processed.

e In the left field click RADIUS PROXY
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e Change the IP of the proxy to the IP of your IAS server
Change the shared secret to the secret between your IAS and Middleware

e Change the port numbers (Authentication and Accounting ports). If you run this
VRM on the same machine as the IAS? use the port numbers you assigned to IAS

2 WACMAN RADIUS Middleware - Admin GUI =101.x}

File Look & Feel Help

8 [EwEs (7]

9 ZB VRM Server
B 1921684249
RADIUS Client
RADIUS Proxy
B User
# Taken

2 VACKAN RADIUS Middleware | [

FRADIUS Proxy Setting
-Primary Server econdary Server
Authentication P [192168.4.249 AuthenticationlP  [0.0.00 |
Accounting IP W Accounting IP W
Authentication Port | 1645 Authentication Port | 1645
Accounting Port W Accounting Port W

Shared Secret Shared Secret

—Common Settings

Timeout {(seconds) |3
Proxy Retries 0

—Ipdate History

Created On IDSIDEIEDM 11:11:03 A Last Modified On IDSIDEIEDM 05:07:55 P

Request successfully processed.

e In the server window, check the Dynamic user registration and Autoassign token
e Choose the appropriate application name for the autoassigned tokens
e Don’t forget to import your tokens (refer to VRM manual)
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YACMAN RADIUS Middleware - Admin GUI

File Look & Feel Help

2 @ (2

VACMAN RADIUS Middieware
@ ZBVRM Server

B 192.168.4.249
RADIUS Client

erver Settings:

Server IP 192.168.4.249 Incoming RADIUS Authentication Port |1645
1 Incoming RADIUS Accounting Port 1646

B8 RADILS P

User o Worker Threads

g Taken Maximum Consoles |3 [C] Passthru Authentication
Admin TCP Port 20003 [v] Cache users in memory

Replication Server IP |0.0.0.0 [_] Enable Debug Trace Output
Auto Manage i

it g oma t Opti

[v] Dymamic User Registration
*||  Grace Period (days) |7
Email Server Port 25

[v] fartoassign Token on User Create

Token Appl. Name |[APPL 1

Email Server 1P |
Email Alert List |

pdate History
Created On IDSIDEIEDM 11:11:03 AM Last Modified On IDSIDBIEDM 09:15:09 AM

Request successfully processed.

At this point, the RADIUS clients, VRM and IAS should be properly configured and running.

XY VASCCY
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