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As part of this report I want to update you on the exciting things that are happening around 
threat intelligence within CyberGuard, and how we are looking to use this data to provide you 
with even more visibility and detection within your network. 
 
CyberGuard has historically gathered threat intelligence in two ways; with our own Unit 12 
Division that monitors and detects attacks that happen to existing customers before sharing 
this intelligence with the rest of the community, and AlienVault’s Open Threat Exchange, which 
is an open source platform for gathering information. While both provide a great number of 
indicators of compromise in the form of malicious IP addresses, compromised domains and 
known malware signatures, we wanted to provide our customers and Security Operations 
Centre (SOC team) with even more information and visibility, to be able to identify and respond 
to threats in the fastest time possible. With that in mind, I am delighted to announce that 
CyberGuard has signed a deal with Anomoli Labs, to provide an advanced threat intelligence 
feed through their flagship product ThreatStream. 
 
ThreatStream collects threat intelligence data from hundreds of sources and using a 
combination of machine learning and artificial intelligence, produces up to a further 20,000 
indicators of compromise daily. CyberGuard takes this data and imports it into your AlienVault 
server to give your company unrivalled threat detection, allowing our SOC team to identify 
threats before they get a foothold within your network. Our R&D team is also looking at other 
ways that they can use this data, by integrating it into customer firewalls and endpoint 
products, to provide advanced protection as well as detection. 
 
In the news last month Under Armour, the company that owns the MyFitnessPal app, has 
announced it suffered a data breach affecting 150 million users. The unidentified attacker was 
able to obtain email addresses, usernames and hashed passwords, although no payment card 
details were reportedly taken. The company has been in contact with affected customers and 
has issued supporting guidance and information. We expect to see an increase in phishing 
emails from MyFitnessPal and Under Armour. 
 
Great Western Rail has advised customers to change their passwords after unauthorised 
attempts to access GWR.com accounts. The attack is likely to have used password data 
harvested from other areas of the internet. GWR has confirmed that around 1,000 users have 
been directly affected. 
 
On a separate note, the facilities management company Sodexo confirmed a targeted attack 
on its cinema voucher platform Filmology. As the breach resulted in unauthorised access to 
payment card data, the platform has been taken down for the foreseeable future. The company 
has advised Filmology users who used the service between 19 March and 3 April, to cancel 
their credit cards.  Advice to cancel payment cards is relatively unusual following a data 
breach.   
 
The NCSC and CyberGuard advise customers who have online accounts with companies who 
have reported a data breach, to reset their passwords on every service where they have used 
a similar password. 
 
Security company Mandiant's (latterly M-Trends) report has revealed there are on average 
101 days between an attacker compromising a system and the victim detecting the 
compromise, with this increasing to 175 days for companies in Europe, the Middle East and 
Africa. While this is a decrease from 416 days in 2011, the current dwell time means attackers 
still have ample time to achieve their goal. 
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Attackers are always developing new and improved ways of committing network intrusions, 
leading to data breaches, but often they are looking for the simplest weaknesses in our 
defences. Following basic cyber security good practice can prove effective in preventing such 
breaches from happening. 
 
CyberGuard is working with AlienVault to look at ways of bringing this dwell time down to hours 
not days. 
 
Stay Safe. 
 
Paul Colwell 
Chief Technology Officer 
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