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October saw another global outbreak of ransomware called Bad Rabbit. It had many 
similarities with early ransomware outbreaks such as NotPetya and WannaCry. Luckily for the 
UK this attack mainly targeted Russia and failed to spread outside of a few countries such as 
Russia, Ukraine and Turkey. 
 
We have now had three global ransomware outbreaks this year and although they were all 
similar in nature and threat, they all had very different delivery methods. 
 
WannaCry (NHS) was the first major attack and cyber criminals (Nation States*) used the tried 
and trusted method of delivering malware via email. Once the user clicked on the attachment 
the malware encrypted the local machine and then spread through the network using a known 
Microsoft vulnerability. 
 
After the success of WannaCry it wasn’t going to be long until we saw another attack, this time 
NotPetya was launched. Based on similar principles to WannaCry, NotPetya added an 
additional function that harvested passwords to allow it to spread to machines that had the 
very latest security updates. There was a big difference in the delivery method, hackers 
managed to breach a Ukrainian software company called MeDoc. Hackers then infected the 
software update program and spread the ransomware when customers automatically updated 
their software. 
 
So what about Bad Rabbit? Again this was similar to previous attacks but using a completely 
different delivery method. This time hackers managed to compromise a number of websites 
including some well-known Russian media websites. When users visited these websites they 
were prompted to update their software, many users clicked on the update and the 
ransomware spread. 
 
As we become better at identifying suspicious attachments within emails, cyber criminals will 
shift their delivery methods. As we can see from the above, compromising websites, software 
and the supply chain that we trust will increase over the next year, therefore users will need 
to remain vigilant of all of the above, not just emails. 
 
As we now enter the festive period we are likely to see a rise in spam and phishing emails. 
Users should be wary of ALL emails that include offers, discounts or attachments about 
delayed deliveries.  
 
Security researchers from Belgium have found that the majority of Wi-Fi connections are 
potentially vulnerable to exploitation because of a fundamental weakness in the wireless 
security protocol – WPA2. The exploit is called “KRACK”, which is short for Key Reinstallation 
Attack. Reports suggest that those most at risk are Linux operating systems, Internet of Things 
(IoT) devices and 41% of Android devices. However, many of these, especially IoT devices, 
may never get patched. Microsoft and Apple have both issued patches to their operating 
systems and CyberGuard recommends deploying these as soon as possible. 
 
Police forces around the UK are warning motorists not to be taken in by a phishing email 
falsely informing them that they need to pay a speeding fine. The realistic-looking email 
entitled ‘Notice of Prosecution’, claims to have ‘photographic’ evidence, but clicking on the 
associated link will upload banking malware to the victim’s device. 
 
The email appears official, with the logos of either the local police force or ‘gov.uk’, but there 
are several features that indicate that it is fake. Spelling and grammatical errors are fairly 
obvious, but the speed at which the vehicle was allegedly caught is unrealistic, e.g. travelling 
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at 89mph in an area with a 25mph speed limit.  Phishing emails rely on several factors to be 
successful, including evading spam filters, the appearance of credibility, and being able to 
make the recipient take action immediately. 
 
The police have advised that any ‘Notice of Prosecution’ would be posted to the vehicle 
owner’s address and never sent in an email. They also advised people to delete the email 
without clicking on any links. 
 
*It is thought that both WannaCry and NotPetya were state sponsored attacks, WannaCry is 
attributed to North Korea and NotPetya is believed to have been started by Russia, to affect 
Ukraine’s infrastructure, although both states deny any involvement.     
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