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There is a popular adage often attributed to Benjamin Franklin, the father of time management, 
"Failing to plan is planning to fail," and this is never truer than in Cyber Incident Response 
planning. Cyber-attacks are a risk to all businesses and should be treated just like any other 
risk.  Having a fully documented cyber IR plan will save your business time, and time is critical 
when you are under attack. 
 
A recent incident I attended with my team highlighted this. The customer had been hit with a 
ransomware attack, taking down their entire system including their backups, making recovery 
impossible. At this point clear roles and responsibilities need to be defined. External 
companies and services need to be consulted, along with specialist Cyber Security teams, as 
well as your insurance company, your law firms, the Police and sometimes PR or media 
companies. What are we telling our staff, our customers, do we need to inform the Information 
Commissioners Office (ICO)? These are all questions that need answering straight away. This 
is on top of a major IT failure that is often complex in nature and difficult to understand the root 
cause. 
 
Having a defined plan with an appointed Cyber Security Incident Response Team (CSIRT) 
that is tested, so people understand their responsibilities is critical for any modern business.  
 
It’s been an interesting month for malware and phishing. We have seen a large rise in the 
number of extortion-based emails, we have already reported this type of scam at the beginning 
of the year. A ransom (in bitcoins) is demanded in exchange for not disclosing the “damaging 
evidence” concerning the recipients. The new wave of emails contained users’ actual personal 
data (names, passwords, phone numbers), which the scammers use to try to convince victims 
that they really had the information specified in the message. The spam campaign was carried 
out in several stages, and it is likely that the fraudsters made use of a range of personal 
information databases, as evidenced, for example, by the telephone number formats that 
varied from stage to stage. 
 
Media reporting has highlighted a recent warning from Microsoft that so-called ‘fileless’ 
malware attacks are on the rise. According to the report, the trend towards fileless malware is 
being driven by the increasing effectiveness of anti-virus solutions, which can detect the 
installation of malicious files on a hard-drive. By contrast, traditional anti-malware products 
find fileless malware significantly more difficult to detect. This is because the malicious payload 
is not written to the hard-drive and is instead run directly in the system’s memory. Fileless 
malware can use the default tools present on a computer, such as Powershell, to achieve 
malicious effects, a tactic known as ‘living-off-the-land'. 
 
Whilst fileless malware is nothing new, knowledge of how to implement it is becoming more 
widespread. This has been accelerated by an increase in the number of tools that assist in the 
creation of fileless malware. The use of fileless malware and other more sophisticated 
techniques will become increasingly prevalent, as malicious actors find new ways of 
circumventing security controls. Although Carbon Black and Kaspersky will protect you against 
these types of attacks if configured correctly, the simplest way to avoid this type of threat is to 
disable tools such as Powershell and Windows Management Instrumentation (WMI). 
 
In news from America, in a bid to strengthen cyber security, California passed a state law 
requiring all manufacturers of internet-connected devices, to improve their security features. 
By 2020, in order to sell their products in California, manufacturers will need to ensure that 
devices such as home routers have a unique pre-programmed password or an enforced user 
authentication process, as part of the set up. Default passwords such as ‘password’ or ‘default’ 
will be deemed weak and in breach of the state law. This could then open the manufacturer 
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up for prosecution, should the user become the victim of cyber-crime because of weak security 
on the device. At CyberGuard we frequently see these default passwords being used in 
attacks and urge all business and home users to change the default password on any internet-
connected smart devices such as routers, network attached storage devices and internet-
connected CCTV cameras.  
 
Look out for the increase in phishing and spam over the next month or so as we approach 
Thanksgiving (I know), Black Friday and Christmas. 
 
Thank you to NCSC, Kaspersky Labs, Carbon Black and Anomali labs for content. 
 
Stay safe 
 
Paul Colwell 
Chief Technical Officer 
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